Internet Acceptable Usage Policy

Educationalists believe in the benefits of curriculum-based internet use. The purpose of this policy is to ensure that pupils benefit from learning opportunities offered by the school’s internet resources, and are protected as far as practicable from harmful and illegal use of the Internet.
Borris National School employs a number of strategies to maximise learning opportunities and reduce risks associated with the Internet:

1. Devising an Acceptable Use Policy (AUP) which lays down procedures for internet/digital device use in school.
2. Education of pupils on responsible internet and digital device use.

3. Filtering content, monitoring pupils' use and sanctions for misuse.

1. Procedures for internet/digital device use in school
a) Internet
1. Internet will be used for educational purposes only

2. Internet sessions will be supervised by a teacher

3. Teachers to be made aware of internet safety issues

4. Approval is needed before uploading and downloading material.

5. Virus protection software will be used and updated on a regular basis

6. The use of personal / external storage devices in school requires a teacher’s permission.

7. Pupils will observe good “netiquette” (etiquette on the internet) at all times and will not undertake any action that may bring a school into disrepute.

b) Email & Online Fora
1. These will be used for educational purposes only.
2. Students will only use approved class email accounts under supervision by or  with permission from a teacher.
3. Pupils will not send or receive any material that is illegal, obscene, defamatory or that is intended to annoy or intimidate another person.
4. Pupils will not send personal messages to or from school email or online fora without approval.
5. Pupils will not reveal their own or other people’s personal details e.g.       addresses, telephone numbers, or pictures via school email or fora without approval.
6. Pupils will never arrange to meet someone via school email or fora

7. Sending or opening email attachments is subject to teacher permission.
c) School Website
Staff will manage the publication of material on the school website.

1. Pupils will be given an opportunity to have projects, artwork or school work published on the school website.

2. Teachers may select work to be published.

3. Permission to publish student’s work is sought from parents/guardians as part of our general consent form that covers all the child's years in the school. This permission may be withdrawn by parents/guardians in writing at any time. 

4. Pupils will continue to own the copyright on any work published. 

5. Personal pupil information, home addresses and contact details will not be published on the school website.
6. Pupils’ full names will not be published beside their photograph.
7. Digital photographs, video clips and audio clips will focus on groups and group activities rather than on individual pupils where practicable.
2. Education
Borris NS promotes the safe, responsible use of the Internet. 

Suitable resources include

· NCTE Internet Safety Awareness Video

· Use of the ‘Kids’ section on the www.webwise.ie website

· SAFT Internet Safety Awareness Education Programme and exemplars

3. Filtering, Anti-malware, Usage Monitoring, and Sanctions

a) Content
Filtering limits the content of web pages, emails, fora and other electronic data to which users may be exposed. The school's internet supply, like most primary schools, is automatically filtered by the National Council for Technology in Education (NCTE). In addition, many browsers have their own built in safe search tool that eliminates unsuitable sites. For young children there are kids' search engines e.g. kidrex.org, safesearchkids.com, askkids.com. However, no filter is 100% accurate. The most effective filtering tool is adult and pupil vigilance. 

b) Anti-Malware
Devices that access the internet will have installed software that blocks malware (firewalls and anti-virus software).
c) Monitoring Use
Internet access devices must only be used with supervision. The school will monitor pupils’ internet usage by direct supervision and possible examination of browsing history.

d) Sanctions

If a pupil deliberately misuses internet, email or a digital device this will result in disciplinary action, including the withdrawal of access privileges. Parents/guardians will be notified of misuse by a pupil.

Page down for a sample of the following:

· Letter to Parents
· Responsible Internet Use Pupil Undertaking Form
· Internet Permission Form

· School Website Permission Form
Distance Learning

In circumstances where teaching cannot be conducted on the school premises teachers may use a digital platform such as SeeSaw to assist with remote teaching where necessary.

Guidelines for good Online Communications in Borris NS:
· Staff, families and students are expected to behave in an appropriate, safe, respectful and kind manner online. Use kind and friendly words.
· It is the duty of parents/guardians to supervise children while they are working online and to ensure any content which they are submitting to their teacher is appropriate. 
· Staff members can communicate with pupils and their families via SeeSaw.
· Any electronic forms of communication will be for educational purposes and to allow for communication with families.
· Students and staff will communicate using tools which have been approved by the school and of which parents have been notified (SeeSaw). 
Parents receive a unique code for accessing Seesaw.  This code must not be shared with any other child.
· Staff members will communicate with pupils and families during the hours of 9.20 am – 3 pm (Monday to Friday) where possible.
· Staff members will have high expectations regarding pupil behaviour, with any communication which takes place online.
· Staff members will report any concerns regarding online behaviour or interactions to school management.
· Staff will continue to revise online safety measures with pupils.
· Borris NS cannot accept responsibility for the security of online platforms, in the event that they are hacked.
Letter to Parents 
Dear Parent/Guardian,

As part of the school’s education programme we offer pupils supervised access to the internet and digital devices. This will allow pupils vast educational opportunities by helping them, for example, to locate material for projects, communicate with students from different cultures, become independent in controlling their own research and become independent learners. 

They can also access digital platforms such as Seesaw. Seesaw is a digital portfolio tool which allows pupils to store their work in an online space and gain feedback from their teacher.  It can be used on a computer (PC) or tablet.  It effectively enables teachers to set tasks or assignments and include instructions or templates for pupils to use at home through distance learning.  More information about Seesaw is available on PDST website Seesaw.

While we recognise the value of the Internet and digital media as a resource, we must also acknowledge the potential risks to students. We feel that the answer is to have strict supervision, strong filters to guard against unsuitable material and to teach pupils to recognise the risks and to become Internet Wise. 

We have updated our school policy on Internet Safety. This is available on our school website and should you require a hard copy, this policy is available from the secretary’s office. Please read the policy and we ask parents/guardians of children to sign the forms enclosed. 
There is also a document for pupils and parents to sign. These forms will be kept in each child’s file for their time in Borris N.S. Please discuss this document with your child(ren) to ensure that they clearly understand the school rules with regard to Internet usage. It is important that you help to set and maintain standards for your children's use of the internet and digital devices. 

Thank you for your co-operation.
Mise le meas,

____________________

 Principal

Responsible Internet Use

Pupil Undertaking 2020
We use the school Internet and digital devices for learning.

These rules will help us to be fair to others and keep everyone safe.

· I accept that my use of internet and digital devices will be supervised and 

I will actively support and cooperate with such supervision
· I must have permission to open any website, forum, email or attachments 

· I will not bring external storage devices (memory cards, USB keys etc.) into school without permission

· I will only send/receive messages for school activities and with my teacher’s permission

· The messages I send will be polite and sensible

· I will not arrange to meet anyone online
· If I see anything I am unhappy with or if I receive a message I do not like, I will tell a teacher/adult immediately

· I know that the school may check my internet use and monitor the sites I visit

· I understand that if I deliberately break these rules, I could be stopped from using the Internet and digital devices and my parents may be informed
Rules for Remote Learning (SeeSaw)
· I will submit work and pictures that are appropriate.  I will ask an adult to look at my work before I send it

· I will use kind and friendly words

· I will not share my code with anybody else

Signed: _______________________________________________ Pupil
Signed: _______________________________________________ Parent/Guardian

Date: _______________________             
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